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VAT LAOMETRIEIC T DA =T TIHANRFMMFIETHY . XX —IKFE L R0
W OFEAM HEEZ R LT b, CVSS TiE 3 o iE#e . (1) FEAGEAL A % (Base Metrics),
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0.915] ---xX(9)

:

BRI SgEBE(Ra—FERR L)= 6.42XEMEEHEzEE  -X(10)
BRE S EEE(Ra—FER H )= T7.52X (B % MEFTEEE —0.029)
—3.26 X (FBFn IR 14 gL A s 22 — 0.02)15

- X(11)

(2)%% Fn ok 1% BB R 5 1
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{+8% 3 Event tree and Defense tree combined method (EDC)A = [5]
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L. TNENDOEROREAEMRENS, HEFZORAERELLENT 5, £, THFERIC
KL TIHZYFEROBELTMZ DK E ., ZOFE (REER) 0L, RO IMEL
AT 5 FIETH D,

(3) AtV A7 EOHEH
HHRRINBEROFE LR EZBEOHE (FFEROY X7) 2ROIZOL, ZhThOH

AL, Bz ko2& T, ARtV AZHEEREET 2,

K a3-1 X, v~V =TICLA2AREHEZHIC, AtV A7 0HEBHEEZ R LEZHEDTH
60
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VEHEZR _
WER R ORFE | @QWo17 | @TIII7 | @OHEiE i
(RIVII7 OWE /I
J|ER B & AVAR=I R (3
BEF)
WE I
PO(=1) P1 P2 P3 P4 P1XP2XP3XP4
fife 3=
M 5 B (1—P0)
1—P1 1—P2 1—P3 1—P4 -
TR (=0)
ra0li=EY ]|
FERTHE
5 BB D — M1 M2 M3 M4 M5
ENEED
RESCK)
P1XP2
P1 P1XP2 P1XP2
BRIER (1—P1) XP3
— X (1—P2) | X (1—P3) X P3 X P4
BOYADIE X M1 X (1—P4)
X M2 X M3 X M5
X M4
(1—P1) XM1+P1X (1—P2) XM2+P1XP2X (1—P3) XM3
SEHYADIE

+P1XP2XP3X (1—P4) XM4+P1XP2XP3XP4XMb5

B a3 -1 EDCAHAHXD) RV EFHREER
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{18 4 Annualized Loss Expectancy (ALE, FERIE R F )ik [8][9][8][9]

HERB LT, H DL, Annual Loss Expectation (LLF ALE) LFRIEN 5 Y 27 & &
fbOFERFETOEND, o) A7 FHFEN, BENREBERSETIER, LV aT
LW ol LAEMERZRFAMICITWOIIK L, ALE TR, U XA 7 EZ2 M PREE LML
LTEARNREHTRI T L2ON/FHUTH D,

FERABR T (ALE) = H—4E T (SLE) X FERFEAEMHEE (ARO)  ---(18)

SLE: Single Loss Expectancy, ARO: Annualized Rate of Occurrence

ZZT, H—8BAETHESLE) &iX, A X h2 1 BlEESRICEAEL - 2HFFHEKIET
BV & EAME (AV) X BETEAL (EV) TRD BN D, EENRBERET CTERL, FHICEE
L CRATLHE, — ki BB IEEH 2 ESRET 20BN H 5, 4F R A B EE (ARO)
Lk, FHZBLTTRINDAXVFOETH D,

H— Ml (SLE) = BEPEMME (AV) XBIFE(L (EV) & 4 RBLTE 5D T LU TDOLHITHE
WD ELELHETH D,

FEWRB R TMALE) = EEEARME (AV) X BAE(L (BV) X FERIFEASE (ARO) - 3K(19)
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{+$% 5 The OWASP Risk Rating Methodology [10][11]

OWASP Z v =777V r—YartxalT 028 E<BEMREZBMNE LA —
ZFrala=74Tolhb., The OWASP Risk Rating Methodology (& OWASP (Open Web
Application Security Project) |2 & > TR S 7o Mfags b lio Fik b 72 b, @E%EOE
FERRRL. 77V R-EHEBRB IRV 77 7 ZICEENLIHED D, 77 7 2B E <,
FEEIC L > THREV A7 2HET L0, 7 727 ZOEEIZT = A FBFELRD
Tz, BERIZEELICY, UV AZEIZXQO)DIEHENRET VNDHAX— LTINS,

Risk(V 2 7) = Likelihood (G4 " HEM) X Impact GEEE) ---3(20)

Likelihood (G4 FHEME) & Impact GEEE)D N TN DU A7 fHIZKATEHE X D,

Likelihood (&4 Al EME) = { Thread Agent (& D A \)
+ Vulnerability (fe85tE D EAW) b + 2 --(21)

Impact G2 ) = { Technical Impact (Bifff ~ D &)
+ Business Impact (B VR A~OFEE) } + 2 --X(22)

Thread Agent (& D £ A5 \), Vulnerability (e85 1 D 4 Y), Technical Impact (3%
i ~DFEEE), Business Impact (E VR A~DEBE)OHAEXIIZNENULTOXTE
bbb,

Thread Agent (& O EA\) = { Skill level (Fflf/k#E) + Motive (&%)
+ Opportunity (%) + Size GEE#HIF) } 4
- 2(23)

Vulnerability (ME85¥E D A Vv) = { Ease of discovery G RO LT X)
+ Ease of exploit (M 5 M)
+ Awareness (BEZ1 D M550 & 5 D)
+ Intrusion detection (& A %) }
+~ 4 --RX(29)

Technical Impact (Fiffi ~DF B ) = { Loss of confidentiality (8% It d 52 /&%)
+ Loss of integrity (58414 o 58 2k)
+ Loss of availability (7] o 52 2%)
+ Loss of accountability (Fii 8] &L L) }
+~ 4 ---:(25)
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Business Impact (E' Y 3 A~DE2E) = { Financial damage (EFEHE L) +
+ Reputation damage (7 7 > K :E%)
+ Non-compliance (7% 45 & )
+ Privacy violation (7" 7 A /N —{25E) }
+~4 ---A(26)
X@2)~X@ODAHBVICEENLHA T . TN ENKab-10bFKab-4TEERSIND,

#& ab - 1 Thread Agent Factors (BENDER)

BEROER ERlEEES &
No technical skills
(B2 2 % L R %) !
Some technical skills
(i % T JE D BT 2 % L 00 55) S
Skill level Advanced computer user
(B K 2) (22 & o — 5 A #) >
Network and programming skills
(Fy b= LTl T I AR LN 6
Security penetration skills
(B% = U7 (BAT A FAFLLE) 9
Low or no reward 1
(R, DT, M)
Motive Possible reward
(BH%) (A% 0 & % ) 4
High reward
(5 ) ?
Full access or expensive resources required
(N7 7B 2AETEMRY Y — AN L) 0
Special access or resources required
Opportunity BBl T 7 B AMENY V) — A E) 4
(H=) Some access or resources required
(DT 7 AMNY Y — AP L) 7
No access or resources required
(7 7% AKEY Y — A RE) 9
Developers, system administrators
BFEH. A7 LERE) 2
Intranet users
(1> R 7%y MR 4
Size Partners
8 45 ) (= 1) >
Authenticated users
RIS L R ) 6
Anonymous Internet users
CREFED A » 5% —% v FFBH) ?
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% ab — 2 Vulnerability Factors (MiSstdDEH)

BEROER BERlIEEES E
Practically impossible
(SR A9 T !
Difficult
Ease of discovery (IR %) 3
FEROLYPTI) Easy
(5 5) 7
Automated tools available
(B3 B — L FilFA ) ?
Theoretical 1
(B3R A9 12 AT BE
Difficult
Ease of exploit (I ) 3
(HEBSMH) Easy
(% 55) >
Automated tools available
(B 8 — L) ) ?
Unknown
(G 1 00 15 ) !
Hidden
Awareness (R 3 D #K1E) 4
(BEA0 DHE 55N ESHY) Obvious
(B 1 72 4R 1 6
Public knowledge
(2 B8 1 5 ?
Active detection in application
(77 U CHEB B &) !
Logged and reviewed
Intrusion detection (7PN THRER) 3
(B AED) Logged without review
(1 7 780 B 11 % 75 2 25 ) 8
Not logged
(11 27 A7 2) 9
#& ab - 3 Technical Impact Factors (FHZ =ANIA 2D )
BROER FRm R &
Minimal non-sensitive data disclosed
/MR O BB C 720 7 — 5 R 2
Loss of Minimal critical data disclosed,
confidentiality extensive non-sensitive data disclosed
(Wt oR%) (R NRO B E T — 4 R 4
JRFLPH OREIL TRV T — & BFE)
Extensive critical data disclosed 5
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URFEPH O HE T — ¥ 2#4%)

All data disclosed

(47— 5 ) ?
Minimal slightly corrupt data
Ul MR D D F 5572 7 — & T ) !
Minimal seriously corrupt data
Ui/ BR D Y32 77 — 4 T 80 5
Loss of integrity Extensive slightly corrupt data
(2 HEO”E) (G538 00 o 10 07 — 4 T ) >
Extensive seriously corrupt data
I 8 O VR 72 7 — 5 ) 7
All data totally corrupt
(7 — 5 05 2 72 ) ?
Minimal secondary services interrupted
G /MR D — 5 — & 2 0 1 85)) !
Minimal primary services interrupted,
extensive secondary services interrupted
Loss of availability (e /NR D =2 — v X I 5
(ATAMNER) IR O R — B X D Hlkr)
Extensive primary services interrupted
(8 0> 2 359 — & 2 00 o5 ) 7
All services completely lost
(B4 — & A D524 K) ?
Fully traceable 1
(G2 b L— X WHE
Loss of accountability Possibly traceable
(AR EORE) (R L — R ATHE 72 LA %) 7
Completely anonymous
(522 45 E) ?
% ab - 4 Business Impact Factors (ECRAADHEE)
BEROE ERlEEES E
Less than the cost to fix the vulnerability
(T HERFHE = 2 b X 0 SV !
Minor effect on annual profit
Financial damage (CFEFRIRI 2~ 0D /N FRLBE 7 5 28 3
(BEEX) Significant effect on annual profit
47 B 25~ 0D VR 72 5 8) T
Bankruptcy
(f8l ) ?
Minimal damage
. (/1N IR 0 37 55 !
Reputation damage -
(G5 & &) Loss of major accounts 4
(FELDOER)
Loss of goodwill 5
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(15 F #22%)
Brand damage
(75 FRE) ?
Minor violation
(I BUBE 72 ) 2
Non-compliance Clear violation
(EHER) (B 7 72 1 50) >
High profile violation
(B Y- 72 K) 7
One individual
N 2
Hundreds of people
Privacy violation FE N) 5
(TF1NI—-RE) Thousands of people
TN T
Millions of people
5 N) ?

Likelihood (& Al fE%) & Impact GEBE)D U 2 7 BEKIZ, ROKRTRD LN D,

Fab-5 URILRL

Risk (VU 27 ff) | 0=V A7 fE<3 | 3=V X7 <6 ‘ 6= A7 fE<9 | MAX:9

R T 090

R Y A7 HRMEIT, ROKXRTRDOLN D,

Fadb - 6 THRMNGURIEKRE

Overall Risk Severity (K72 U 2 7 & KME)

HIGH Medium Critical
Impact MEDIUM Low Medium
(L ~) LOW Note Low Medium
LOW MEDIUM HIGH
Likelihood (34 AR L~ L)
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